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and energy suppliers, for example. In terms
of Elster gas meters, communication 
protocols will in future be transferred
encrypted. Thus personal data and critical
commands such as the closing and open-
ing of a valve integrated in the meter, 
can neither be seen by third parties nor
intercepted or simulated. The communi-
cation protocols will be transferred en-
crypted in accordance with the Advanced
Encryption Standard (AES) 128 (AES en-
cryption is permitted in the USA for state
documents of the highest secrecy level).

In the future, the exchange of data be-
tween meter and system will be encrypted
with a user key. To ensure that it will not
be possible for the user key to be illegally

“overheard”, future “smart” meters will be
equipped with a so-called default key 
at the works. This default key is made
available to the utility company via a 
secured file transfer protocol connection,
for example, and assist in the encryption
of the user key. This way secure data
communication can be achieved.

The use of “smart” meters will make 
the introduction of the above processes
for ensuring data protection inevitable.
Obviously, the usual ordering and logistic
procedures surrounding standard meters
will become more complex with the intro-
duction of “smart” meters and careful
planning and consultation between the
utility companies and the manufacturers
is required.

Of course this article should not stir up any
fears about cyber attacks and complicated
procedures, but similarly we do not want
to act as though all the hurdles have been
cleared. What is certain is that we at Elster
are taking this matter seriously, so that we
can competently support our customers
with the implementation of smart meter-
ing – rest assured!

Carsten Lorenz carsten.lorenz@elster.com

Function monitoring of ultrasonic gas meters

Prevention is better than cure: UniGuard
diagnostic software

For reasons of operational safety, system
operators can now carry out periodic 
function checks themselves without diffi-
culty. Regular use of this software enables
any malfunctions to be detected before
they develop into a real problem. The
long-term stability of the ultrasonic gas
meter can also be monitored. With 
UniGuard, you can calculate physical
parameters such as the velocity of sound,
density, calorific value, etc. in accordance
with the universally recognised standards
AGA 8/10 and ISO 6976.

The software is based on a self-explana-
tory sequence comprising just seven
steps.

UniGuard is available free from Elster-
Instromet and can be used for all gas
meters with Series II, IV or IV.a electronics.
Simply register in the Docuthek to down-
load the UniGuard software: 
www.docuthek.com (select: Elster-Instromet).

Peter Vogt peter.vogt@elster.com

UniGuard is a software tool that helps to easily check the operational reliability of the 
ultrasonic gas meters from Elster-Instromet. Thanks to the user-friendly interface, even 
a computer layman can carry out a complete diagnostic run of an ultrasonic gas meter 
in just a few minutes.
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Step 1: A preselection 
is made.

Step 2: The screen
requests various user
entries in order to 
establish the connec-
tion to the meter.

Step 3: During the subsequent data transmission
to the meter, a first brief overview of the meter
performance is shown. UniGuard then begins
with a two-minute recording of the diagnostic
data for an extensive calculation of the meter
performance.

Step 7: Here you can already see the corresponding detailed
reports (graphic + numerical) to be saved or printed. Among
other things, the user can easily assess the meter performance
thanks to the traffic light marking system used. Green means
that the meter is functioning properly, yellow that the correspond-
ing parameters should be monitored, and red that an exten-
sive analysis of the diagnostic values concerned is required.

Step 6: UniGuard supplies a graphic performance
overview from the data with the given limit values.

Step 5: The user can now enter the given 
process conditions.

Step 4: Here you can enter the current gas 
composition in order to compare the measured
velocity of sound with the calculated one.




